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The baseline communication mechanism with managed Android devices is scheduled polling, where
the Agent communicates with the server at regular intervals set in its policy. For responsive
management, Push communication is achieved through the integration with Firebase Cloud
Messaging (FCM).

Firewalls in front of Essentials MDM server need to ensure that outgoing requests from server to
https://fcm.googleapis.com/fcm/send port 443 are allowed.
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Creating a new Firebase project:

1. Sign in to https://console.firebase.google.com/ and navigate to "create a project” on the main
dashboard. Insert projects name, decide on analytics and wait for project to be initialized. If you are
generating a new API service account for an existing project, skip directly to Enable new
Firebase API.

2. You will be redirected to project dashboard. Add a new Android app:
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3. In the ,Register app“ step, fill "Android package name" field with com.famoc.baseAgent and
ignore all other fields.

Save google-service.json file, which contains configuration data for your MDM server - and continue
through other steps without any further action.
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x  Add Firebase to your Android app

o Register app

Android package name (3)

com.famoc.baseAgent

App nickname (optional) )

ko o e il Ao
| arold App

Al

Debug signing certiﬁcair.gHﬁ.-l (opticnal) (B
00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00

@ Required for Dynamic Links, and Google Sign-In or phone number support in Auth.
Edit SHA-15 in Settings.

Register app

2 Download and then add config file

3 Add Firebase SDK

4 Next steps

3/5



C)datomo®

datomo Essentials MDM - Firebase Cloud Messaging (FCM) configuration MOBILE
DEVICE MANAGEMENT

Enable the new Firebase API

4. Back at project dashboard, open com.famoc.baseAgent settings and navigate to "Cloud
Messaging" tab. Go to "Manage Service Accounts".

k. Firebase

What's new
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5. You will be redirected to Google Cloud IAM console. Edit the only firebase account found, expand
Actions bar and open "Manage keys" option.
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Add a new key with type: JSON and download the key. Store it alongside projects google-
services.json file.

Configure the MDM server

Log in to the system hosting the datomo Essentials MDM instance. Both json files downloaded from
firebase console will need to be cleaned from newlines before loading is possible. For each json
config do:
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mdm$ echo '<paste google services json content>' | tr -d '\n' > google-services.json
mdm$ echo '<paste service account json content>' | tr -d '\n' > service-account.json

Open the famoc-config graphical configuration tool. Navigate to system configuration > Firebase
Push service. Load configuration files stripped from newline characters into corresponding fields:

Paste the contents from service-account.json into the Google auth JSON field.

Paste the contents from google-services.json after clicking the Paste JSON file button.

Firebase Push service

Ol INNEVI NS U\ ccount. com”, "universe domain": "googleapis.com"}
FCM Server Key

FCM Sender ID
FCM Web API Key } - 10qJ2EALQ5H Paste JSON file

App IDs:

com. fancyfon.baseAgent
com. famoc.baseAgent ;android T T e

Discard settings

Switching Google/Firebase accounts

In case when there is no access to Firebase Console used initially during MDM server setup,
Firebase Cloud Messaging integration may be set up using a newly created Google account. The
process is safe for existing devices communication. Even when new credentials are loaded into
configuration utility, old registration data is stored securely allowing Android Agents to gradually re-
register to new push channels. We recommend, as mentioned in the 5.34 release notes, to ensure
that all devices follow a synchronization invervall per their policy.
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